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Executive Summary

Access to mental health and addiction treatment services is a challenge worldwide.
The use of digital tools has great potential to address service access challenges.
Digital tools and services claiming to promote mental health and wellbeing are
proliferating rapidly. But these digital tools and services are coming onto the market
in an unregulated environment, with no reliable information about efficacy, safety, or
issues related to privacy and data security. Thus, it is difficult for potential users,
especially clinicians, healthcare organizations, health systems, and community
agencies, to adopt and use such tools with confidence.

Recognizing the potential value of regulation in this field, the McConnell Foundation
funded this project through Homewood Research Institute. It was led by Yuri
Quintana, Ph.D., Chief, Division of Clinical Informatics, Beth Israel Deaconess Medical
Center and Collaborating Scientist at Homewood Research Institute, who served as
Chair, supported by four Co-Chairs: Faroogq Naeem, MD, The Centre for Addiction
and Mental Health; Mary Jane Dykeman, J.D., Managing partner at INQ Law; Waél
Hassan, Ph.D., CEO, Kl Design; and Nelson Shen, Ph.D. CIHR Health System Impact
Fellow, The Centre for Addiction and Mental Health.

Two Canadian National Roundtable meetings were held virtually on May 25 and 26,
2021, to discuss how to improve digital mental health services and apps, including
their efficacy, safety, security, and privacy. A total of 90 invited participants engaged
in the Roundtables; they included healthcare professionals, representatives from
government, not-for-profits, and companies in digital mental health and people with
lived and living experience and advocates for mental health in Canada. The Chair
and Co-Chairs distilled the discussions and drafted recommendations reviewed at a
third virtual Roundtable held June 16, 2021. The group identified areas that need
policy improvements and articulated strategies to improve the engagement of
stakeholders with the end goal of implementable solutions. Discussion points are
summarized in this document. The main themes and recommendations are as
follows:

1. What: A system for review of digital mental health apps be established to
include efficacy, safety, privacy, and security that is transparent and evidence-
based.

2. How: While a legislative response from any level of government in Canada
may be difficult to achieve in the short term, an assurance program (not a
certification nor compliance program) could be established, similar to Ontario
Health’s virtual visits verification platform for virtual platforms delivering
healthcare, that can lead to a more formal accreditation process.
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3. Who: A community of practice drives input from key stakeholders (public,
industry, governments, regulators, healthcare associations, insurers), and that
an assurance framework could be developed as a starting point toward
regulation of digital apps and digital mental health apps more specifically.

4. What else: More resources and programs for the public and healthcare
providers are required to guide the efficacy, safety, privacy, and security
considerations of digital mental health apps.
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Background

Access to mental health and addiction services is a challenge worldwide. These
challenges have grown with both increased service demand and need for isolation
during the pandemic. Mobile apps and other digital therapies could potentially
respond to the growing need for services that complement face-to-face treatment.

However, it is vital to ensure that these digital therapies are effective and include
appropriate safeguards. Given the rapid proliferation of digital services, accelerated
by COVID-19, there is an urgency to identify how we can rigorously evaluate digital
mental health tools and what policy improvements are needed to address efficacy,
safety, privacy, and security concerns.

Mobile apps are being developed and deployed in record time in a highly
unregulated environment. On the one hand, this is exciting because it exponentially
expands the pool of tools available. On the other hand, important concerns arise. For
instance, it is often unclear which apps are solely intended for wellness or therapeutic
use. Especially for tools intended for therapeutic use, there is a need to assess
efficacy, safety, and privacy. This is particularly important for tools intended to be
used by healthcare providers or within healthcare systems.

It is unclear who should be tasked with evaluating claims of efficacy by app vendors,
given that apps are globally available through various platforms. However, rigorous
and transparent evaluations are needed to ensure that consumers and multiple
healthcare systems can use these digital tools with confidence as they deliver mental
health and addiction services.

Digital apps can collect vast amounts of personal data, including personal health
information. Users may be unaware of subsequent uses and disclosures that may be
made. The implications for privacy and information security are concerning,
especially given the risks of cyber breaches and uneven accessibility of privacy
policies and terms of use.

Additional regulatory oversight and policy improvements may be required to
promote informed decision-making and address concerns of healthcare providers
and community service organizations considering incorporating mobile apps into
their clinical practices.
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Roundtable Process: Discussion Topics and Major Points Raised
a) Evaluating the Efficacy of Digital Mental Health Tools

At the first Roundtable, stakeholders considered how to evaluate and regulate the
efficacy of health and wellness apps in this relatively new digital mental health
environment.

COVID-19 accelerated the already rapid development of apps and virtual platforms
across the health system. Unfortunately, there is no single clearinghouse to
determine the purpose of a given app (therapeutic vs. wellness uses), nor are apps
subject to review for claims they make or imply regarding their efficacy.

There is more than one way to regulate the review of efficacy. One response could
be legislative, but the goal of the Roundtable was to ensure that any
recommendations are highly practical and ‘implementable.’

Most agreed that a legislative response might not be the optimal approach at this
time, given the length of time it typically takes to implement legislation. It was also
noted that it is challenging to keep legislation and review processes current as
technology changes and existing apps are further iterated, and new ones come to
market. Any legislative response would also have to consider which level of
government (federal, provincial/territorial) would be best placed to lead this, and
there would have to be a willingness to take legislative responsibility for this issue.
App developers would likely want a say in this, given that as they expand services in
a growing market, they would have to navigate multiple jurisdictions’ laws.

A new (or more likely, existing) body could also be tasked to issue guidance to the
industry or set standards. It is unclear if health regulatory bodies (i.e., Health
Colleges) would want to fill the gap to create rules to establish efficacy. University
research groups or the private sector could be important stakeholders and those
tasked with consumer protection and associations representing healthcare providers
(including mental health).

The participants wondered if a consumer-driven review might be the most
straightforward route, with an app rated by those who use it. But there were
concerns about this: participants discussed expectations of patients and healthcare
providers that therapeutic tools would be evaluated in line with scientific standards
and values to ensure scientific rigour, management of conflicts of interest, and
independent evaluation. Finally, the group wondered whether a group like Ontario
MD, which has taken an active role in supporting the Canadian Medical Protective
Association and Healthcare Insurance Reciprocal of Canada, might guide their
members contemplating incorporating apps into clinical practice.
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The group discussed the challenges of implementing a review process for digital
mental health apps. Practical considerations such as the appropriate timeframes for
review were raised. Some consumer-facing apps may be implying therapeutic
benefits through marketing. There was discussion about instituting a warning label
that could signal consumers that they are downloading or purchasing an app that
may not have been evaluated for clinical efficacy (vs. finding this disclaimer only in
the fine print of terms of use).

There also were questions about whether guidance documents for industry,
healthcare providers, and the public are adequate and appropriate. If a consumer has
a complaint, there is a question of where to take the complaint - whether to the
company, a regulator, consumer protection organization such as Better Business
Bureaus or equivalent bodies or to government, to name just a few.

b) Policies and Regulations for Privacy and Security in Digital Mental
Health

On Day 2 of the Roundtable, participants explored the privacy and security
implications of the widespread use of digital mental health apps.

The panel noted that it is unclear how aware a typical app user is of the amount and
type of data apps may collect, for what purposes, and how information may be used
and disclosed.

Although federal legislation, Personal Information Protection and Electronic
Documents Act (PIPEDA), would apply to app developers, and applicable provincial
and territorial legislation (including Ontario’s Personal Health Information Protection
Act (PHIPA), 2004) would apply to healthcare providers who integrate apps into the
treatments and services they provide to patients, it is unclear what a typical app user
knows about this legislation.

COVID-19 was once again cited as a driver for the adoption of virtual care, mobile
apps, and other technology. This had been noted early in the pandemic by the
federal Privacy Commissioner, Daniel Therrien, in a statement to govern the
significant demands on personal information and technical tools that emerged: A
Framework for the Government of Canada to Assess Privacy-Impactful Initiatives in
Response to COVID-19 - Office of the Privacy Commissioner of Canada

The Roundtable heard briefly about PHIPA’s contemplated oversight of “consumer
electronic service providers.” It was acknowledged that if enacted, the detail will be
in regulation. At least for now, the intent is to enhance disclosure of a patient’s
personal health information at their request, to their chosen vendor, as a potential
alternative to PHIPA'’s rules for individuals wishing to access their personal health
information. At this time, it is unclear how these rules for consumer electronic service

Canadian National Roundtable Discussions to Advance Regulation of Digital Mental Health


https://www.priv.gc.ca/en/privacy-topics/health-genetic-and-other-body-information/health-emergencies/fw_covid/
https://www.priv.gc.ca/en/privacy-topics/health-genetic-and-other-body-information/health-emergencies/fw_covid/
https://www.priv.gc.ca/en/privacy-topics/health-genetic-and-other-body-information/health-emergencies/fw_covid/

providers might be related to themes and recommendations of this Roundtable
report.

Another significant factor is the federal government’s introduction in late 2020 of Bill
C-11. If passed, the Digital Charter Implementation Act and the Consumer Privacy
Protection Act (CPPA) would modernize PIPEDA. The CPPA would take Canada one
step closer to Europe’s General Data Protection Regulation (GDPR) and create many
new rules that could benefit consumers wishing to control their data better while
placing requirements on the private sector, including app developers.

Short of amendments to privacy or consumer protection legislation, a consideration
is whether governments should or would consider the adoption of specific standards
to govern consumer apps. An example exists in Ontario; it involves Ontario Health, in
conjunction with OntarioMD and the Ontario Telemedicine Network. This assurance
process established a verification protocol to assess whether the technology
provider meets specific standards, such as having a privacy impact assessment
completed by someone with specifically established credentials or with a certain
number of years of experience in privacy. In this way, there is at least some measure
of assurance in place. However, it is neither certification nor a full compliance
assessment: Verified Solutions | Virtual Visit Solutions for Healthcare Providers. This
is an example of a government not legislating requirements but establishing
standards for technology providers to meet as part of an assurance program.

¢) Privacy Notices and Informed Consent

There is a challenge in the health sector with privacy policies and terms of use that
healthcare organizations and private companies make available to consumers. Many
statements are very long and complex; the process does not lend itself well to
grounding notice, much less informed consent. The app user may choose not to read
these documents, but the focus must be on ensuring that users are made aware if
they wish to be, that their information is at play. Whose role is it to set this standard?
The federal Privacy Commissioner or provincial/territorial counterparts have noted
fundamental issues with opaque privacy policies and terms of use in the past.

In short, app users must know what information they are providing and why, who will
have access to it for what initial purpose, and whether there are any secondary uses
or disclosures that could or will be made later. It must be clear what happens if they
withhold or withdraw their consent to provide this information to the app developer,
whether this limits their ability to use the app, in whole or in part. The requirements
for breach notification already apply to companies and organizations in Canada.
However, it is essential that the developers who create mobile apps and healthcare
providers who use them in clinical practice also know how to mitigate any breaches
and report them as the law requires. In the event of a breach, the regulator may issue
a decision or order to address the source of the breach.
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The idea of “informed” in informed consent was questioned by Roundtable
participants because there is an unreasonable level of literacy required to
comprehend a typical privacy policy and terms of use terms of service. This is at
odds with the ideals of knowledgeable and informed choice. It was noted that
literacy might vary by population, exacerbating the effects of the digital divide and
digital health equity. At the federal level, there has been guided by the Office of the
Privacy Commissioner of Canada (OPC) in the form of best practices for
communicating privacy policies for mobile apps (Mobile apps - Office of the Privacy
Commissioner of Canada). There is also guidance for the broader private sector
through recommendations on modernizing consent by avoiding information overload
and facilitating understanding by emphasizing certain elements and allowing control
of the level of detail (Guidelines for obtaining meaningful consent - Office of the
Privacy Commissioner of Canada).

To start the discussion, the Roundtable was presented with a list of existing
recommendations by the OPC on meaningful consent guidelines and Canada Health
Infoway’s Pan-Canadian stakeholder workshops on consent. The recommendations
include: what is collected; whom it is shared with; for what purpose; what are the
risks; what are the service providers’ responsibilities; who has oversight; and how to
revoke consent.

The core of the discussion was transparency, asking how we can bridge the literacy
gaps and build trust. It was recognized that there needs to be more innovation in
privacy notices, extending beyond “plain text.” Integration of visual aid and
multimedia was seen as a potential approach to improve reader understanding.
Some participants discussed the prospect of using machine learning and artificial
intelligence to support decision-making. Consideration of accessibility and user
experience and the user interface is required, especially with smartphone
applications, where there are small screens.

High value was placed on human-centered design and participatory processes where
diverse end-users are meaningfully engaged from the start. This process shape
notices to respond to user preferences, needs, and experiences rather than designing
notices based on traditional assumptions. This may enable a greater understanding
of pain points and opportunities for microlearning on the concept of risk. Lessons or
guidance on effective engagement and co-design can be gleaned from examples
identified by the Roundtable (e.g., Foundry, Sage Bionetworks, FRAYME).

Some agreed there is a need for a dynamic approach to notices, recognizing needs
of individuals change. As consent fatigue and consent apathy are challenges in the
practice of digital health consent, individuals need the ability to control the level of
detail they require, desire, or need at the moment.
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For example, the privacy notice approach was taken by Health Canada’s COVID Alert
digital contact tracing app COVID Alert: COVID-19 Exposure Notification Application
Privacy Assessment provides users with high-level details and allows them to drill
down to the level of detail desired, including the threat risk assessment summary.
Other notable cases exist with the major digital technology providers. For instance,
Apple has leveraged privacy and trust as a commercial opportunity by focusing on
timing and control, providing users with options for customized installation and just-
in-time notifications. While the consent options are not comprehensive, the dynamic
options provide users with a good consent experience and control.

The ability to control and allow users to see who is collecting, using, and disclosing
data is critical in addressing privacy concerns related to mental health data and
building trust. There was an identified need for developers to map the proposed data
flow in their notices to support greater transparency. However, it was recognized
that the data flows are often complex and challenging for users to grasp and to
frame in the context of citizen rights and ethical use.

The Canadian Research Insights Council (CRIC) Canadian Code of Market, Opinion,
and Social Research and Data Analytics was suggested as a source that may guide
ethical use. Moreover, it was recommended that Privacy by Design certification may
be a heuristic to signal that protective, preventative efforts to protect user privacy
must always be the default and built into the design and architecture of the service
(i.e., minimal information collected).

Legislative adherence by vendors is also an issue. From the patient/consumer
perspective, how can applicable legislation be made more accessible and
transparent? Given the multitude of permutations of vendor types (commercial,
public), data hosting locations (domestic, international), and legislative jurisdictions
(provincial/regional, federal, international), the layers of complexity are challenging
for vendors to navigate, and demonstrate full compliance.

Questions were posed about how we foster transparency and trust in a siloed
“individualistic” ecosystem and how it could benefit from more transparency that
might be achieved through collaborative innovation, thereby sharing innovative
practices and collectively demonstrating and reporting compliance.

Clarity is also required on the role of healthcare institutions in this dynamic as a
potential intermediary between service providers and patients; and from a
legal/liability perspective, what is the exposure for healthcare organizations,
healthcare providers, or community service organizations that use such apps in their
clinical practice and recommend them to patients?
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d) What are current concerns and gaps in data security and compliance
for digital mental health?

With respect to data security, considerable emphasis was placed on what standards
should exist, given consumers’ apparent willingness to provide their personal
information, including personal health information, via an app, in return for a benefit.
In this context, what is the standard to be applied, and who will have oversight? Or
should there be guidance that enables an app developer to be seen as a good
corporate citizen by submitting a review for the app?

Again, a challenge is federal versus provincial laws on privacy (and therefore on
security) and the division of powers between federal and provincial governments
over healthcare regulation. Typically, an organization takes steps, sometimes
recommended by their legal counsel or insurers, or their IT departments, to
implement a robust information security policy. On the other hand, the average
consumer may be unaware of the inherent risks of unsecured devices or devices that
track them using their phones. They may unknowingly continue to provide sensitive
information about their health, family matters, and more. In many workplaces, there
are corporate policies regarding device security. However, not every consumer reads
an app’s terms of use and privacy policy closely, and some of these documents lack
transparency.

There was also a discussion about where data is hosted. There has been debate over
many years in Canada around personal information stored in the United States. In
most provinces, this is not prohibited. An emerging issue identified is cloud-based
services, i.e., do they help or hinder privacy and security compliance or the
responsible use of data.
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Key Discussion Points

a) The need for frameworks or standards

Nearly all participants emphasized the need for a framework to govern apps, or at
minimum (if not enshrined via legislation), strong standards or directives clearly
articulated for app developers. We heard that developers were not opposed to
complying with standards, as long as they are clear and practical. Some noted that
medical devices are highly regulated, in contrast to software serving as a medical
device and apps more generally. Some said that if there were a straightforward way
to comply with applicable rules and receive a stamp of approval, app developers and
IT professionals would do it because it is good business to do so.

Participants generally agreed that a broad range of stakeholders should be engaged
in establishing this process for oversight. It is essential to consider all relevant
evaluation perspectives: academic, app developer, intended end-user, and regulatory
experts.

Similarly, a need was emphasized to disseminate knowledge and standards in critical
areas. There was some focus on how to do this well without creating an undue
burden yet benefiting consumers. Participants liked the notion of clear and
transparent rules: clear expectations for developers and transparent and accessible
labelling for users. The challenge of digital literacy among the public was
acknowledged; one participant noted a need for public education on labelling so that
Canadians know what to look for when purchasing/using an app in this space.

b) Guided Self-Regulation by Developers

An issue highlighted was terminology and how app developers may characterize
their apps as they see fit. For example, they may say they have a wellness app,
which does not attract the same scrutiny as a therapeutic mental health app. Again,
the participants stressed the importance of educating the public, given the
proliferation of apps available and in the pipeline. Consumer awareness is vital to a
model of standard-setting for mobile apps and other virtual platforms. Participants
stated that both the app users (consumers) and the healthcare providers who
choose to use them in their clinical practice need varying degrees of information on
their risks and benefits and a better understanding of the impact of making this
choice.

To that end, concerns were raised about a clinician recommending a specific app,
either in its own right or as part of a treatment or care plan. What accountabilities
and liabilities arise? Will clinicians embrace apps, and will their insurers cover them
for any novel claims about a patient’s reliance on the app? These issues merit further
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attention. It is crucial that clinicians understand the app, particularly if they integrate
such apps into their practices.

A few participants expressed concerns over governments and governmental
agencies’ lack of interest in app regulation. One participant suggested that some
governments have been reluctant to engage in the issue given its complexity and a
perception that engaging would not lead to a “win.” Another participant said that it is
improbable that the app regulations will come from the government, given that it
remains a “messy” area of law and healthcare.

When discussing the qualities of an assessment and evaluation tool, participants
reiterated multiple times that they would like any such tool to be practical and
implementable. It cannot be a make-work project. Developers are willing to be part
of the discussion and have rules imposed as long as they are clear and practical.

The need to adopt a scientific approach was also discussed. This is particularly
important for digital tools in healthcare settings where they serve as medical devices.

One participant suggested a consensus/Delphi process to discuss framework
development, then work with health organizations to study the implementation
process.

The cost was said to be an essential consideration in designing an app evaluation
process.

One participant suggested the effort needed focus and that the focus should be on
apps intended to be used professionally within the healthcare system. Healthcare
providers (both individual practitioners and healthcare organizations) need to
recommend an app or digital intervention with confidence.

Notably, the US Food and Drug Administration has oversight for medical devices. It
has proposed precise details for reporting requirements of efficacy and software
requirements, but some participants viewed it as an overly cumbersome process. It
was also stated that it is sometimes difficult to distinguish between software,
firmware, and hardware. One participant noted that in the U.S., there might be a
move toward considering apps as hardware. Those working in public and private
sectors were unequivocal that there must be a transparent and implementable rule
for digital mental health apps.

Other areas identified for further investigation include the need to study the
consumer’s journey to purchasing a given app and identify the decision points
effectively and opportunities to inform and support sound decision-making. As noted
above, there is also a need to measure and understand variations in customers’
digital literacy skills.
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Finally, participants agreed that the purpose of mental health apps is not to replace
healthcare providers. People use mental health apps because they find what works
independently to cope with whatever they face. The grey zone is the space between
a wellness app versus a therapeutic app that a healthcare provider could endorse
and rely on.

How does a consumer know that a given vendor is compliant with applicable laws
and following best practices?

Three significant challenges for the digital mental health space were identified:

1.

Many apps are not made in Canada but rather in the United States. This
creates compliance challenges from security and privacy perspectives. In the
U.S., and in Canada too, commercial enterprises are often not considered
“covered entities” (a term found in U.S. health privacy legislation, the Health
Information Portability and Accountability Act (HIPAA)); by contrast,
healthcare providers in Canada are data stewards, health information
custodians, trustees or equivalent. In the U.S., a company that is not a covered
entity under HIPAA may have the freedom to use the data they hold without
restrictions. As well, covered entities in the U.S. can de-identify data (remove
18 fields from a data set) and then do what they want with the data. Similarly,
some labs and clinics are masking or de-identifying data in Canada and
treating the resulting dataset as their property. For U.S. companies providing
services in Canada, HIPAA does not apply. Consequently, decisions about
collected data are left up to the company. There are many more U.S.
companies than Canadian companies operating in the Canadian e-health
space.

Many corporations rely significantly on their legal departments to produce
compliance instruments (such as privacy policies and terms of use) and are
well defended by these instruments. They appear to be compliant. However, in
reality, their internal tools, systems, and processes may not live up to the
outward-facing promises of their public statements.

There is currently a gap in the legal framework regarding community health,
personal support, and e-mental health, including for organizations supporting
youth in crisis or helping people with disabilities in various life challenges. This
legal void creates an environment where compliance requirements are not
defined, and therefore privacy and security implementation varies drastically
from one healthcare provider to the next.

Compliance technologies were also discussed:
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1. Audit. In Ontario, several hospitals have implemented predictive analytics and
Al to detect unauthorized data access. Similar tools can be implemented for
app service providers.

2. Zero-trust database systems. These systems are ones where even the
administrator does not have access to the raw data. Using big privacy
solutions, data elements are tagged so that each time data is used, that use is
challenged and logged. With some privacy tools, only analytics are shared
rather than identifiable data elements.

3. The use of technologies, including apps, that provide compliance checks,
reminders, tracking of data within the enterprise, inventory of data released
to partners, data erasure on demand, and providing individuals with copies of
their data on demand.

From a design perspective, five aspects are currently missing from compliance - data
collection, retention, protection, disclosure, and use for a purpose. It is essential to
validate what is happening to data.

¢) Dissemination Strategy

Similarly, a need to disseminate knowledge and standards in this area was
emphasized. Participants liked the notion of clear, transparent, and available
regulations for developers and clear labelling for end users. As there was a concern
regarding digital literacy rates among the general public, a participant said that there
is a need for public education (perhaps generally first and eventually, labelling of
apps) so that Canadians know what to look for when purchasing/using an app. There
was also agreement that public engagement with diverse perspectives is critical in
co-designing accessible solutions to bridge the literacy and equity gaps.

d) Governance

When asked who should regulate apps, whether the federal government or provincial
governments, not-for-profit groups, academic groups, private sector entities,
regulators, associations or health regulatory bodies (such as health Colleges), or the
Private sector- there were no clear answers, however, there was a consensus that a
broad range of stakeholders should be engaged in this process. It is essential to have
representatives from all perspectives of the evaluation: academics, app developers,
intended end-users, and regulatory experts. It was further emphasized that without
intervention from Apple or Google, we could not control those storefronts, and there
is no nuance as to whether an app is for wellness (which may alleviate specific
oversight) versus being employed for therapeutic purposes. Again, the participants
stressed the importance of educating the general public. For the moment, we may
establish ground rules for how informed the public is on apps; and help healthcare
providers access helpful information. On the latter point, concerns were raised over
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healthcare providers prescribing apps to their patients. For example, suppose a
healthcare provider recommends an app to be used as part of a treatment plan. In
that case, is it possible that any harm arising from the use of the app by that patient
could be attributed to the healthcare provider, even despite disclaimers of using the
app at the user’s own risk? Whether individual clinicians or organizations where they
work, healthcare providers would do their due diligence on the risks and benefits of
formally recommending apps. We can speculate that a patient whom a clinician tells
to use a particular app will believe that it is safe to use. If they are harmed as a result
(or even allege they were), that healthcare provider may need to answer questions
regarding their due diligence in making the recommendation.

We recommend a governance model that identifies which agencies are responsible
for the assurance, certification, and compliance assessment for clinical efficacy,
safety, privacy, and security.

e) Evaluation Standards and Process

When discussing the qualities of an assessment and evaluation tool, participants said
it must be practical and implementable. Participants noted that app developers need
clarity around expectations placed on them about efficacy, safety, privacy, and
security. The need to adopt a scientific approach was also emphasized. One
participant suggested that there should be some consensus/Delphi process to
discuss framework development and then work with healthcare organizations to
study the implementation process. Cost considerations were also identified as a
critical aspect of the app evaluation process. One participant wanted the framework
to be feasible, focused, and practical; this individual further explained the term
“focused” in this context. It would be helpful to focus on apps that are intended to be
used professionally within the healthcare system; clinicians and healthcare
organizations need to know how they can live with confidence how to recommend
an app or digital intervention to a patient. In addition to affordability and cost,
participants also considered outcomes and accessibility (access to technology) to be
essential considerations in this regard.

Participants expressed the need for further clarifying concepts in this area, such as
“what is good research, and what are the appropriate validity measures applicable to
mobile apps in the context of mental health?” One participant offered that it would
be interesting to collaborate with the ten most popular apps, integrate and
coordinate the efforts. Obstacles in conducting high-quality research were also
considered. Further research areas were identified, such as a need to study the
consumer’s journey to identify the decision points effectively and opportunities to
inform and support sound decision-making. Need to understand variations in
customers’ digital literacy skills were highlighted. As one participant said, young
people are competent today and know what a good app is and is not!
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Conclusions

This report has summarized a discussion of many critical issues that need to be
addressed to ensure the safety, efficacy, privacy, and security of digital mental health
apps and related services.

The Roundtable sessions included a broad range of organizations and professional
disciplines and had people with lived and living experience in mental health and
substance use. It is clear from the breadth and depth of the discussions that these
are complex issues that will require comprehensive stakeholder engagement to
achieve solutions that meet the needs of a complex system of stakeholders.

There was a clear consensus in these Roundtables that there is a need for clear,
transparent, and implementable processes for assurance co-developed with a broad
range of stakeholders, including youth and people with lived and living experience.
These processes will need to be evidence-based to evaluate the efficacy of mental
health digital apps, with practical but reliable approaches for assessing privacy and
security that can be updated as quickly as apps and technology change.

Finally, the need to have a dissemination strategy is needed for healthcare providers,
citizens, and policymakers to educate all stakeholders on the issues and engage in
developing solutions.

Key Themes and Recommendations
The themes and recommendations of this Roundtable are:

1. What: A system for review of digital mental health apps be established to
include efficacy, safety, privacy, and security that is transparent and evidence-
based.

2. How: While a legislative response from any level of government in Canada
may be difficult to achieve in the short term, an assurance program (not a
certification nor compliance program) could be established, similar to Ontario
Health’s virtual visits verification platform for virtual platforms delivering
healthcare, that can lead to a more formal accreditation process.

3. Who: A community of practice drives input from key stakeholders (public,
industry, governments, regulators, healthcare associations, insurers), and that
an assurance framework could be developed as a starting point toward
regulation of digital apps generally and digital mental health apps more
specifically.

4. What else: More resources and programs for the public and healthcare
providers are required to guide the efficacy, safety, privacy, and security
considerations of digital mental health apps.
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founder and primary partner, Homewood Health, we are uniquely able to research a
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convening, and co-creation with grantees, partners, and the public. The McConnell
Foundation has a vision for a Canada in which the economy and social systems
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